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An Expert System for Identification of HIV drug therapy using

adaptive fuzzy clustering
S. TALSSI, N. YOUSFI

samirtalssi@gmail.com nourayousfi@hotmail.com
Laboratory Analyse, Modelization and Simulation,
University Hassan II of Casablanca

Introduction

Over 70% of the world's 40 million people living with HIV/AIDS are in Africa. Besides the human cost, HIV/AIDS is
having profound effects on Africa's economic development and hence its ability to cope with the pandemic. While the impact
of HIV/AIDS on people has been well documented, it has been much more difficult to observe the pandemic's effects on
the African economy as a whole or to assess how it might affect Africa's future development.

Problematic
ﬁ(“—mmh
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optimization of drug treatments is one of the priority actions to 5
fight against HIV and the mitigation of its impacts. Updatnthe | ] Reiew benraing J
centers positions process

An expert system for identification of HIV drug therapy using Step 2: learning process

adaptive fuzzy clustering was developed in this work. This

approach relies on modeling in a fuzzy system, the changes of] Results and discussions
viral load, CD4+ T-cells counts and the quantities of injected

drugs during treatment. A fuzzy clustering strategy was used to
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determine the fuzzy system parameters, and the|| #- i

backpropagation algorithm was introduced to perform these §f_: i-

parameters. The result of this work is An Expert System able to h 2

mimic and predict the interaction between HIV and the immune - -

system under drug therapy' The deSIgn of the expert system was Non- infected cells during therapy Changes in the number of infected

carried out in two steps: cells during therapy
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Stepl: Construction of the Fuzzy Inference during therapy during therapy

Each cluster center can be used as the basis of a rule that
describes the system behavior. A learning process using the
back-propagation algorithm is applied to adjust the centers
positions in the second step.

The results of the numerical simulations, which are shown in the
form of a curve (above), shows that the fuzzy inference system
has successfully identified the drug therapy.

Fighting against HIV and the mitigation of its impacts on Africa's future
development

The approach presented here, provides us with an independent perspective mechanism of ideas specific to the therapy, and allows
rapid understanding of the behavior of HIV during treatment. This speed will help us to make good decisions with the aim of
reducing the cost of treatment and avoiding critical phases of the disease.
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Dynamics of a fractionnal-order HIV infection model with cure rate
M. BACHRAOUI, K. HATTAF, N. YOUSFI
bachraouiimoussa@gmail.com
Laboratory Analyse, Modelization and Simulation,

University Hassan Il of Casablanca

Introduction

immunodeficiency virus (HIV) is a

Fractional derivatives provide an excellent instrument for the description of memory and hereditary properties of various materials and process.
This is the main advantage of fractional derivatives, which such effect are in fact neglected in classical

integer-order models. The human

lentivirus that causes acquired immunodeficiency syndrome (AIDS) by infecting vital cells in the human
immune system, specifically CD4+T cells. Many mathematical models have been done and it has been restricted to integer-order models. Al
classical model was proposed by Nowak and Bangham study to HIV infection . The infection rate is assumed to bilinear with respect to virus and
uninfected targets cells. However, there are some evidence which show that a bilinear infection might not be an effective assumption. In this
study we propose a new model for description of virus dynamics with general functional responses and cure rate.

Problematic

we introduce a fractional-order model of HIV infection of the CD4*

T-cells The system is described by the following set of fractional ODEs
of order «a,

DYT(t) = A — f(T(), V(O)V() —pr T(t) + pE(L)
DYE(Y) = f(T(1), VIO)V(®) —(p + g +1)E(L) (€]
DI() = YE(t) — w1(D)

D*V(t) = KI(t) — puy V(t)

Where f(T,V) = m“@% is the incidence function proposed by

Hattaf T(t), E(t),I(t) and V(t) represent the densities of uninfected
CD4+T cells, unproductive cells, productive infected cells, and free
virus particles respectively. The constant A is the recruitment rate of the
uninfected cells. The constants uy ug, u; and wy, represent the death
rates of uninfected cells, unproductive cells, productive cells and virus,
respectively, The constant pis the rate at which the unproductive
infected cells may revert to the uninfected cells. The term f(T,V)
describes the incidence of HIV infection of health CD4+T cells where g
is the infection rate, The constant y is the rate at which infected cells in
the eclipse stage become productive infected cells and the constant k is
the rate of production of virions by infected cells.

We define the basic reproduction number of the model (1) by

Ro — 15228
uypr(A+ai)(p+up+y)

Biologically, R, denotes the average number of secondary infections

produced by one productive infected cell during the period of infection

when all cells are uninfected. We prove that both infected cells and

virus are cleared and the infection will die out if Ry<1 while the HIV

infection may become endemic if Ry>1.

Results and discussions

Theorem1:
All solutions of model (1) starting from a non-negative initial conditions
remain non-negative and bounded for all t>0. Moreover, we have

i) S(t) < S(0) +§.
i) I(t) < 1(0) +%.

+V\|E|\oo)1

) V() < V(0)+[1(0) + (Tm

where S(t) = T(t) + E(t) and § = min(ur, ug + 7).

Theorem2:
1.If Ry=1, the disease-free equilibrium of the form E, = (;—T 0,0,0) of

the system (1) is locally asymptotically stable.
2.1f Ry>1, the chronic infection equilibrium of the form E* =
(T, E% 1, Vwith EL 1,V > 0 and T € [0, :—T] is locally
asymptotically stable.
Numerical Simulations

In this section, we give some numerical simulation to illustrate our
theoretical results. We simulate system (1) with initials conditions
T(0)=700 cells mm™3; E(0)=20 cells mm™3; 1(0)=0 cells mm™3, V(0)=102
virions mm™. First, we choose the following parameter values: 1 =
10,47 = 0.0139,8 = 2.4 x 107, a; = 0.1, a3 = 0.00001, @, = 0.01,y =
1.1, u; = 0.27, up = 0.0347,k = 600, u, = 3. By calculation, we have
R,=0.1685. Hence, system (1) has a disease-free equilibrium
E0=(719.4245,0,0,0). Secondly , we choose f = 0.0012 and we keep
the other parameter values. By calculation, we have R, = 8.4247 and
E* = (92.0039,7.6859,31.3128,6262.56).

Adaptation of mathematical

models to the reality of HIV
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Dynamics of an HBV infection model with cell-to-cell transmission

and CTL immune response
H. BESBASSI, Z. ELGHOUBARI, K. HATTAF and N. YOUSFI

hajar.besbassi@gmail.com

Laboratory Analysis, Modelization and Simulation,
University Hassan Il of Casablanca

Introduction

according to World Health Organization (WHO).

Hepatitis B is a potentially life-threatening liver infection caused by the hepatitis B virus (HBV). It is a major global health problem
that can cause chronic infection and puts people at high risk of death from cirrhosis and liver cancer.
In 2015, hepatitis B resulted in 887000 deaths, mostly from complications (including cirrhosis and hepatocellular carcinoma)

Objective

Problematic

ICytotoxic T Lymphocytes (CTL) cells play an important role in
antiviral defense by killing

the infected cells. in addiction, HBV can spread by two
fundamental modes, one by virus-to-cell infection through the
extracellular space and the

other by cell-to-cell transfer involving direct cell-to-cell contact
For these reasons, we propose the following model:

T =A=dr = flz,y,v)v=glz. y)y+ py.

i = flz.y.v)v+g(r, y)y = (a+ p)y = pyz,

= ky— v,
oz

where x(t), y(t), v(t) and z(t) represent the concentrations of
uninfected cells, infected cells, free virus and CTL cells at time t,
respectively.

Susceptible host cells are produced at rate A, die at

rate dx and become infected either by free virus at rate f(x, y, v)v
or by direct contact with an infected cell at rate g(x, y)y.

Hence, the term f(x, y, v)v + g(x, y)y denotes the total infection
rate of uninfected cells.Infected cells cured at rate py, die at rate
ay and are killed by the CTL immune response at rate pyz. Free
virus is produced by an infected cell at rate ky and decays at
rate pv.

The main objective of this work is to investigate the dynamical
behavior of system (1). To do this end, we start with the
existence, the positivity and boundedness of solutions, which
implies that our model is well-posed . After that we determine the
basic reproduction number RO and steady states of the

model. Finally, the local and global stabilities of the disease-free
equilibrium and the chronic infection equilibrium are established.

Results

Theorem 1. All solutions starting from nonnegative initial
conditions exist for all t > 0 and remain bounded and
nonnegative.

Theorem 2.
(1) If Ry < 1, then the system (3) has a unique disease-free
equilibrium of the form Ey (A/d,0,0,b/u).
(2) If Ry > 1, then the system (3) has a unique chronic
infection equilibrium of the form E'(x",y",v",z")
withx' >0,y" >0,v' >0,andz" > 0.

eorem 3. The disease-free equilibrium E s is globally asymp-
totically stable when R, < 1.

Theorem 4. The chronic infection equilibrium E” is globally
asymptotically stable if R, > 1.

The strategies to control the HBV infection
From our main results summarized above, we conclude that the dynamical behavior of our model is
completely determined by the basic reproduction number R0.This allows determining the strategies to
control the HBV infection by reducing the value of RO to below or equal one.we see that RO can be
decreased by increasing the export of precursor CTL cells from the thymus and cytolytic .This observation

shows that the CTL immune response plays a critical role in eradication of virus from the liver.
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Hearing loss model result from the viral infection and noise
F. KOUILILY, F. ABOULKHOUATEM, M. EL KHASMI, N. YOUSFI and N. ACHTAICH
kouililyfatiha@gmail.com
Laboratory Analyse, Modelization and Simulation
Laboratory of Physiopathology and Molecular Genetics
University Hassan II of Casablanca

Introduction

Hearing losses can be classified according to the location of the portion of the hearing system affected, to whether the loss is unilateral or bilateral, and to
its intensity or degree. The location of the portion affected of hearing loss has to do with transmission (or conduction), perception (sensorineural), or a mixture
of these (mixed). Sensorineural losses arising from some affection of the outer and middle ear are called transmission or conductive losses. Sensorineural losses
result from lesions on the hair cells of the cochlear organ of Corti (inner ear) and/or of the cochlear nerve. When there are concomitant conductive and
sensorineural affections, the hearing loss is classified as mixed.

Hearing loss can occur due to a genetic, congenital, acquired cause, viral infection (mumps, herpex...) and risk factors such as Cochlear aging and noise
exposure. In this study, we propose a new mathematical model formulated in terms of ordinary differential equations (ODEs) that takes into account the
infectious disease and risk factor of hearing loss. In addition, we present some numerical simulations in order to validate our theoretical results.

Problematic Results and discussions

The population is divided into three epidemiology classes: H is the number of
susceptible individuals (normal hearing), L is the number of infected individuals (loss of
hearing) , R is the number of removed individuals (recovered hearing) and N is the total
population size.

We assume that an individual can be infected by infectious individuals and by noise. Our Definition Value
Hearing loss model is given by the following nonlinear system of differential equations:

S=uN — pH — [BL+£]H

a_ BLelH —ut L “ the transmission rate due to infectious disease 3.3890 107*
:

We use the parameter values presented in Table 1 to illustrate the different
result obtained for each of the two cases €> 0 and = 0.

Population size 1000(assumed)

the birth and death rate 1.8200 1072

recovered rate 1/17

dR_ L uR the hazard hearing loss due to noise 0.0025
- YL—n
Table 1: Values and definitions of the parameters

Where B is the transmission rate due to infectious disease mumps, pis the
1000

natural death and birth rates, y is the rate that the infectious individuals becomes
recovered individuals and ¢ is the hazard hearing of loss due to noise . 900
The compartment R contains who are recovered the individuals. With the initial 500 -
conditions H(0) >0, L(0) >0, R(0) >0. o T
By equalizing to zero the rights members of the system, we find one endemic 8 eor
point that exist for above model £ sor
§§_ 400 -
. 2puN (y+p) -or
T BRN+ e+ () +VA
L= BBN—(u+y) (u+e)+Va e
2B (y+p) %o 100 200 300 400 500 B00
Rr= o HEN= () (u2)+VE Times (days)
2puB(y+u) 1000 @
200
Where A= (BuN — (u+y)(p + €))% + 4euNB(n + v) am |
700
The Jacobian matrix of the system is given by : S o
E 500
—u—(BL+¢) —BH 0 g ol
BL+ ¢ PH—-(y+w O O oot
0 Y —-n 200
100
The characteristic equation of the endemic equilibrium point is given by o
o 100 200 300 400 500 E00
(-u-2)(2% + €11 + C2)=0 Times (days)
()
Note that coefficients Figure 1: The population hearing loss: (a) with the infectious disease and
C1 =g+y+pL-BH +2p and C2=¢cy+ByL +p*+ep+yp+pL'u — BH'p noise ¢ > 0 (b) with only the infectious disease £ = 0
BN The population of normal hearing, loss of hearing and recovered individuals converge

are both positive if Ry =m> 1 , then all roots have negative real part. coticallv t demi Tibri ot time i
Consequently the endemic point is locally asymptotically stable whenever Ry> 1. asymptoticaliy to encemic equilibrinm state as time MCreases .

Computational mathematics to simulate hearing loss

In this work, we propose a mathematical model describing and modeling the hearing loss, we analysis the hearing loss resulting from the infectious disease
mumps and the risk factor noise, we shows in the case when e= 0 that the disease free equilibrium is locally asymptotically stable if the basic reproductive
UBN UBN

number R, = et and the endemic point is locally asymptotically stable when R, = o

On the other hand, considering the hearing loss result from the infection viral (mumps) and noise € > 0, we found that the system has a unique endemic
point which is locally asymptotically stable.
In addition, the simulation of this model provide that the number of individuals with hearing loss increase when we introduce the risk factor noise.
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Mathematical model for the linear active

cochlea in Alport Syndrome
F-Z. ABOULKHOUATEM, F. KOUILILY, M. EL KHASMI, N. ACHTAICH and N. YOUSFI
fatiaboulkhouatem@gmail.com

Laboratory Analyse, Modelization and Simulation, University Hassan II of Casablanca.
Laboratory of Physiopathology and Molecular Genetics, University Hassan II of Casablanca.

Introduction

The cochlea plays a crucial role in mammal hearing. The basic function of the cochlea is to map sounds of different frequencies onto
corresponding characteristic positions on the basilar membrane. A proposed theory of the active cochlea that the feed-forward/feed-backward
are two mechanisms for the outer hair cell force amplification of the traveling wave. Genetic mutations of type IV collagen lead to a
malfunction of Basilar Membrane (BM), resulting in the hearing loss associated with Alport Syndrome (AS), which is a disease that affects the
cochlea due to the abnormal structure of the BM. Therefore, a mathematical model of the BM was developed to investigate and show
numerically the effect of the stiffness on its structure with the objective to study the ear dysfunction in the active cochlea.

Results and discussions

The cochlea is modeled as a rectangular divided into two symmetric | In our work, we modeled the abnormal case (AS) of the BM for which
compartments by an elastic partition, which will be referred to as the | the harmonic oscillator depends on stiffness k(x), mass m(x) and
BM. Stapes motion sets the cochlear fluid into motion and causes a | damping C(x). We used the parameters of Neely.

Problematic

vibratory def(\){rmation of the BM. Parameter Symbol Valie S
Stapes h+ S:::‘t:;ubu" S m(x) 0.15 g/cm?
:Se T — g Da.mping (¢69) 200 dyn.s/cm3
& membrane 5 AP Stiffness k(x) 102 e 2x dyn/cm3
3 O — = OHC motility factor a 0.2
Bottom wall o Forward/backward Y 0.3

We use the method of resonance analysis , and we increase the value of

Fig. 1. Two-dimensional cochlear model
g, then; we can observe how an increase of € might lead to the decrease

The vertical motion of the BM can be described as follows of amplitude A(x) (AS). For example, if we take e=10*
m(X)atz (X)+C(X) (X)+k(X)U(X) Py(x) + Fope(x) aty=h Distance(cm) Amplitude™(cm) Amplitude®(cm) Frequency(Hz)
ohc(x) =ak(x)(yn(x —d) —n(x + d)) 0.1209 6.47269619%10™% 6.47269267%107° 12 294
0.6095 1.05513526*1077 1.05513327*%1077 7 560

Our purpose in this work is to perturb the stiffness k(x). So, if we put
k(x)->k(x)+e, the differential equation describing the resulting motion

of the system is as follows:
The results confirm the difference between the values of the amplitude

m(x) a7z (x)+C(x)a"(x)+(k(x)+s Mx)=Py(x) + Fopc(x) aty=h in normal and abnormal cases of the BM displacement. For the
ohc(X) =a(k(x) + &)yn(x —d) —n(x + d)) position x = 1.7470 c¢cm, we can show the figures follows:

The amplitude A(x) of the BM can be defined in response to a pure 3519

1.7470 3.29375915%1077 3.29370902*1077 2 433

tone as a function of x, we make the assumption that the system is _ | 325 e s
linear and in a periodic steady state. | 4 N
n(xt)=A(x)e/?t, Py=Pel®t T 4 _ & f‘ \
I L [
If we use the Taylor formula of the function n(x-d) and n(x+d) the | : I\ £ 4
equation that model the force of OHC can be written as following: 4 B [ \
Fone() =a(kix) + €){(y = 1) n(x) —diy+1) Sx)+6(d)} o )\ I \‘
0 ; 35 —= RS N T 250 ‘;im} . 2450 )
While the value of d=71.10-3mm is very small (d->0) so d(8)->0 and A B TR R A ’ 0 excency il =
also 2L small. the expression d(y + 1) —(x) can be neglected. If we Fig. 1. BM displacement for the normal case and the

abnormal cases, €= 10°
_ We remark that when we increase the perturbation e the value of the
P, maximum amplitude decrease, also the frequency increase. So this
changes lead to loss of hearing, which demonstrates the effect of the

2
\/ 2afC(x)2+[(k(x) + &) (aly — 1) — 1) + (2nfm(x)) ]| stiffness on the maximum amplitude displacement of the BM.

consider that w= antf, the amplitude A(x) can be expressed by:

A(x) =

| Mathematical approach for the observation of the Alport Syndrome
Our study observed mathematically the AS and showed that the amplitude decreases when we increase the stiffness of the BM, also the
comparison between normal and abnormal cases showed that there is a decrease in the maximum amplitude displacement of the BM, also an
increase in the value of the frequency when the epsilon very large. Although the model of this paper could be improved in many ways, the most
important direction for future research, in our opinion, is to model the active mechanism in a more physiological way, taking into account the

details of the tilt distance d of the OHC.
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Introduction :

L'hyperméthylation des ilots CpG situés dans les régions promotrices des génes suppresseurs
de tumeurs est maintenant fermement établie comme un mécanisme important pour
l'inactivation des geénes. L'hyperméthylation de I'ile CpG a été décrite dans presque tous les
types de tumeurs. Cependant, les mécanismes de méthylation aberrante et pourquoi certains
genes sont sélectionnés plutdt que d'autres sont encore non maitrisables. L'hyperméthylation
n'est pas isolée des autres facteurs d’épigénétique, Or, elle est liée aux autres parties du puzzle
telles que les protéines de liaison méthylique, 'ADN méthyltransférase et I'histone
désacétylase, malgré que les roles et les interactions entre ces facteurs restent incomplets et
limites au niveau compréhensive pour les génes suppresseurs de tumeurs.

Dans ce travail, nous visons a prédire et identifier les régions hyper-méthylées, au niveau des
genes BRCAL, - connus pour leur réles clés dans le cycle des cellules-.
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Méthodologie :

Data set

Dans une région d'au moins 200bp, avec une
proportion de G + C, plus de 50%, et un rapport
CpGo/e supérieur a 0,6 formule 1). Les fenétres
coulissantes consistent a calculer la concentration
moyenne de I'ile avec un pas de 100 bases. Et N
longue de la séquence,

Frommer algorithme

Number of CpG
(Number of C)x{Number of G)

XN,

CpGoje =

Prédiction of CpG

Modéle Caché Markov
HMM

[ Algorithme de Viterbi J

pulix) = e(i) x max (py (. x = 1).par).

[ Algorithme Baum-Welch }
N

PX.0l) = | | alxer.xelblonx]

T=1

[ la formule de Poisson ]

a; x L x p(s)*
4

on e;(i) est la probabilité d'observer I'élément i (brins
pour C ou G) dans statel; pp(j, x — 1) est la probabilité
du chemin le plus probable se terminant & la position x-1,
JiPyr est la probabilité de la de Tétat 14 I'éat k.

X est la séquence d'états cachés, O est la séquence
d'observation. La probabilit¢ de démarrage dans un état
est pliée dans A, soit x0 toujours 'é¢tat de départ

Ou a; est I'Observe / attendu pour le CGI, L est la
longueur de la séquence (i = 1 et la ligne de base i = 0) et
le p (s) est le contenu du GC pour le segment calculé dans
la premiére étape.

Résultats :
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Analyse de séquence de région promotrice par l'algorithme de Frommer a démontré que BRCA1, méthylé
entre les [ 50-182]

Probability

100 150
Number of base

Probabilité maximale a posteriori de l'algorithme de Viterbi. Analyse des séquences de géne BRCAI a
considéré la présence au moins de 2 CGI. L'algorithme de Viterbi fournit un moyen efficace de trouver la

séquence d'¢tats la plus probable dans le sens de la probabilité maximale a posteriori d'un processus de
Markov suppos¢ étre un temps discret d'état fini.

Conclusi

Les trois sé¢lections étudiées révelent des régions de CGI différentes selon la base de données. En effet, les résultats de HMM est plus probable que celle donnée par I'algorithme de Frommer. La méthylation de 'ADN est]
un phénomene qui est identifi¢ dans des régions précises et localisé qui nécessite des méthodes de calcul plus adéquates. En plus de l'inactivation des génes par hyperméthylation des promoteurs de certains genes, il
existe des phénomeénes mutationnels intrinséquement liés a la présence de groupes méthyle sur I'ADN. Pour expliquer cette collaboration inter générique, I'étude des protéines et leur interaction protéine-protéine sont
recommandées et constituent un levier important de 1'épigénétique.
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Contexte et objectif '

Contraintes
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St |
=

" - Vers une affectation dynamique des ressources.
- Faciliter la prise de décision aux Managers.
- Développerune architecture combinée SMA et ACs.

Modélisation & Simulations par systeme multi-agents

Ces figures représentent, comment la prise
en charge des patients est assurée, selon
leur degré de priorité, en modélisant
I'affectation et I'ordonnancement du corps
médical, a travers différentes itérations.
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Cette simulation nous a permis de trouver une solution d'allocation optimale et I'adoption de régles

de déplacements et a garanti une meilleure exécution de planification hospitaliére

La modélisation proposée permet aux managers de :
- Planifier les ressources dans un systeme complexe tel qu’un hopital.

- Simuler en temps réel les déplacements des patients et du corps médical dans
un cadre spatio-temporel.
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Abstract

In this paper, we discuss the security and the efficiency of some crypto-
graphic protocols proposed to secure the information exchanges between a
patient and a server in telecare medicine information systems (TMIS). Par-
ticularly, we propose two approaches to improve authenticated key exchange
protocols, the first is to design other simple schemes without requiring public
key infrastructures (PKIs), and the second is to construct new cryptographic
schemes based on NTRU instead of RSA or ECC. Also, these solutions may
be more suitable to secure connected medical devices.

Introduction

Nowadays, information and communication technologies are increas-
ingly deployed in our everyday live. Indeed, the Internet and mo-
bile telecommunications are the basis of new forms of communica-
tion, commerce, administration and entertainment. Currently, new
online services are provided, such as e-Government, e-Commerce, e-
Banking, e-Health, and e-Learning. In the health area, chronic diseases
(e.g., cardiovascular and respiratory diseases) are the principal causes
of mortality in the world [11]. Patients, especially in aging countries,
require continuous health monitoring, health information processing
to improve the future disease diagnosis. To overcome these problems
Telecare Medicine Information Systems (TMIS) services are deployed.
In the aim of protecting medical data exchanged in TMIS, several cryp-
tographic protocols were proposed.

In 5], Giri et al. proposed an authentication protocol for TMIS based
on RSA. Also, Xu et al. [12], Zhang et al. [13] proposed authenticated
and key agreement schemes using elliptic curves cryptography. All
these schemes require public key infrastructures and they will be vul-
nerable to quantum attacks in the future.

The rest of the paper is organized as follows: section 2 provide some
mathematical notions related to RSA, ECC and NTRU. The proposed
schemes are presented in section 3. Finally, a conclusion is provided.

Mathematical Preliminaries

Modular Arithmetic and RSA

Let p and ¢ be two large primes, n = p.q, ¢ an integer such that
ged(e, p(n)) = land d = e~! mod (n) where ¢ is Euler’s func-
tion. The security of RSA-based protocols relies on the hardness of
some factorization problems [10]. More precisely, it is based on the
RSA problem which can be defined as finding the value of = € Z/nZ
such that 2 = y (mod n) for a given y € Z/nZ.

For a secure and efficient use of the RSA, the following parameters
should satisfy: p ~ ¢ &~ 1024 bits, e > 65537, and d > /n [3].

Arithmetic in Elliptic Curves over Finite Fields and
Cryptography

For a prime p > 3, let K be a finite field of characteristic p. An elliptic
curve over K is given by the reduced Weierstrass equation

;1/2 =2 +ar+b ()

where a, b € K and 4a” + 272 # 0. If K is an extension field of K, we
_ )
denote by E(K) the set of points (x,y) € K" satisfying (1), together

with the point at infinity O. (E(K)A +) is an additive abelian group.
The most important operation in elliptic curve cryptography (ECC) is
the scalar multiplication defined by:

[k]P =P+ P+---+ P(ktimes).

Let E be an elliptic curve over a finite field Fp, and P,Q € E, such
that () is in the subgroup of E generated by P. The elliptic curve dis-
crete logarithm problem (ECDLP) is the problem of determining an
integer & > 1 such that [k]P = (). The security of ECC-based proto-
cols relies on the presumed intractability of the ECDLP.

For a secure and efficient use of the ECC, we should use an elliptic
curve [ defined over a finite prime field IF), of a prime order ¢, such
that p = 3 (mod 4) of size ~ 256 bits [2].

Euclidean Lattices and NTRU

Let N, p, g and d in N*, where N and p are primes, ¢ > (6d + 1)
and ged(N,q) = ged(p.g) = 1. R = Z[X]/(XN — 1) (resp. Ry =
Zg|X]/ (X! Y — 1)) the ring of convolution polynomials (resp. the ring
of convolution polynomials mod ¢). We denote T'(dy,ds) the set of
polynomials f(X) € R of coefficients in {—1,0, 1}, such that f(X)
has d coefficients equal to 1 and d» coefficients equal to —1. The pa-
rameters of the Encryption and Decryption functions using NTRU are
N, p, g and d. These functions use two polynomials f(X) € T'(d+1,d)
and g(X) € T(d.d), the calculations are performed in R, R, and
Ry. For secure and efficient applications of the NTRU, we can use
N =443, ¢ = 2048, p = 3and d = 115 [7].

New Constructions of Cryptographic proto-
cols in TMIS

An ECC Password-Based Protocol without PKIs

In this section we present the elliptic curve version of J-PAKE protocol
[6], this version uses short keys (compared to protocols based on mod-
ular exponentiations) and do not require PKIs, it will be more suitable
to secure contactless communications between medical devices.

Iuml

Figure 1: Telecare Medicine Information Systems

Let E be an elliptic curve over I, of order ¢ and P € E. Let A and
B be the communicating parties in TMIS which share a small secret
password pw.

In the first round:

e A (resp. B) chooses randomly (z,z9) (resp. (z3,24)) from
[Lg—17

o A (resp. B) sends ([z1]P, [x2]P) (resp.([z3| P, [x4]P)) and knowl-
edge proofs for x1 and x9 (resp. x3 and ) to B (resp. A).

oA and B verify the received knowledge proofs and check
[2|P, [z P # O.

In the second round:

o A (resp. B) sends A = [(z) + x5 + xy4).x9.pw|P (resp. B =
[(z1 + 29 + 23).24.pw|P) and a knowledge proof for z5.pw (resp.
z1.pw) to B (resp. A).

e A (resp. B) computes K = [19|(B — [z
; LpwP (resp. K = [r4)(A — |

x3).29.24.pw| P).

o A session key & can be derived from K using hash functions.

= [(fl'] +
= [l +

A NTRU-Based Protocol for Authenticated Keys Ex-
change

NTRU were proposed by Jeffrey Hoffstein, Jill Pipher and Joseph H.
Silverman [8] as a post-quantum alternative to many of the dominant
public-key cryptosystems (e.g., RSA and ECC) [4]. In addition, NTRU
achieves the same security level comparing to RSA or ECC using sig-
nificantly smaller system parameters [1, 9], which gives NTRU an ad-
vantage in terms of efficiency for both software and hardware imple-
mentations.

For example, we can improve the Giri et al. [5] protocol in TMIS by
using the NTRU encryption and decryption functions instead RSA in
the registration and the authentication phases.

In fact, using the PARI/GP system in the environment (CPU: 2.16
GHZ; RAM: 2 GB) with the recommended parameters mentioned
above, we obtain the following results:

Cryptographic Operations RSA  ECC NTRU

Time 488 ms 15 ms 5ms

Table 1: Computational cost comparisons

In the NIST report [3], AES is considered as a post-quantum sym-
metric encryption scheme. Therefore, we propose the combination of
NTRU based schemes with AES-256 to preserve the forward quantum-
resistance.

Conclusions and Forthcoming Research

e We presented two approaches to improve security and efficiency of
authenticated key exchange protocols.

e NTRU is more efficient and ensures security in the presence of quan-
tum attacks.

Royaume du Maroc

' 3 Académie Hassan II
des Sciences et Techniques

Mathématiques appliquées et santé

e Researches should be devoted to post-quantum cryptographic proto-
cols.
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Introduction

and control programs.

For a long time, infectious diseases have caused several epidemics, leaving behind them not only millions of dead and infected individuals but also severe
socioeconomic consequences. Nowadays, mathematical modeling of infectious diseases is one of the most important research areas. Indeed, mathematical
epidemiology has contributed to a better understanding of the dynamical behavior of infectious diseases, its impacts, and possible future predictions about its
spreading. Mathematical models are used in comparing, planning, implementing, evaluating, and optimizing various detection, prevention, therapy,

Problematic

Mathematical Model

We investigate the optimal control strategy of an epidemic SIR model with
delays in state. The model was developed to consider several treatment
strategies with vaccination and determine their effects on the spread of the
infection.

Model with Treatment and Vaccination

The first control objective is to restrict the spread of the epidemic, by
introducing a vaccination control variable in our discrete delayed SIR
model, as a second task, we try to treat the infected classes to reduce the
spread of the epidemic .

Sisq S; — allS; — BI2S; — yI?S; — e1v;S; — dS;
Ihia I} + oI} S; + BUIES; + I}S: — ML,
— (6 + g1+ d) I} —eoull}
Iy, = B4+MIL_,+BISi+ %I} — I,
— (02 + g2+ d) I} — el 17
B, = IB+BsI?+I3S:i+ /\21?_" —(O3+gs+d)I?
— (03 + g3 + d) I} — equ}l}
Riy1 = Ri+qI! + go2I? + g3I? + €19:S; + equll}

+53‘U?l;2 + 6.]1[?1? = dR,’

Results and discussions

Numerical results

We now present numerical simulations associated with the above mentioned
optimal control problem. To solve this system we wrote a code in MATLAB
and simulated our results using different data. We solve the optimality
systems using an iterative method.

Without controls

With controls

shows also that the effectiveness of vaccination campaign.

H Une analyse mathématigue pour comprendre des pathologies

In this work we discussed an efficient numerical method based on optimal control to study the several treatment strategies with vaccination in our discrete
delayed SIR model, on the spread of the infection. The numerical simulation of both the systems i.e with control and without control, shows that the several
strategies helps to reduce the number of infected and susceptible individuals and increase the number of the removed individuals greatly. The results obtained
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” Introduction ||

The beta cells in the pancreas of people with type 1 diabetes are not able to produce insulin. Insulin is a hormone
that lowers the blood glucose concentration by catalyzing storage of glucose. In this work, the construction of a
mathematical model describing the whole blood glucose-insulin system was tried. The model was derived both
based upon the two minimal models of Bergman's minimal model, which is primarily used to interpret an IVGTT.

The PID controller is described to show how a controller could be used together with the modified model.

|| Problematic

Type 1 diabetes is a chronic illness where the cells in the pancreas that make insulin are destroyed, and
the body is not longer able to produce insulin. Patients with type 1 diabetes require lifelong insulin
therapy. Most require two or more injections of insulin daily, with doses adjusted based on self-
monitoring of glucose levels. This therapy replaces the continuous insulin secretion, which should be
provided by the pancreas. The body naturally tightly regulates blood glucose levels in a tight range

(70 - 110((mg)/(dD)).

Minimal model involves two physiological compartments : a glucose compartment and a plasma insulin

compartment, which is assumed acting through a remote form to influence net glucose uptake. The
glucose-insulin systems is given as follows.

G'() =-pG(1) - X(@)(G() -G, ) +m(7)
X' ==p, X0+ p;(I(H) = 1)
I'(0) = =n(I(t) = 1,) +u(r)

With the parameters given in the following table:

| Parometer |_unit | _______Description ___|

Gt) [mg/dL] Blood glucose concentration

I(t) [1/min] Blood insulin concentration

X(t) [mu/L] The effect of active insulin

Gp [mg/dL] Basal blood glucose concentration

Iy [mu/L] Basal blood insuline concentration

P [1/min] Glucose clearance rate independent of insuline
Py [1/min] Rate of clearance of active insuline

P, [L/min®mu] Increasein uptake ability caused by insulin

n [1/min] Decay rate of blood insuline
mit) [mg/dL/min] Meal disturbance function
u(t) [mu/min] Exogenous insulin

And the PID controller defined by this expression:

de(t)

u(t)=K,| e(t)+— j e(r)dr+T,

+ The proportional P:

+ The integral 1:

The integral of the controller is: K, Ti ft e(t) dt where T; is th reset time.
i

* The derivative D:

de(t)

The derivative part of the controller is : K.T; 2

where T, is the derivative time.

The proportional part of the controller is : P = K.e(t) where K, is a constant known as proportional gain.

Results and Discussions ”

In this section a tuning and a testing of the PID controller is described. in order to use the U(t) function
and see how the model reacts to an insulin shot, and or a change in the basal delivery. The parameters
used are:

mU

1, =152, =03

G, =817
dL L min

» :0.028735#, Py = 0.028344#, P, =5.035.107 3
min min mU

K.=02, T,=500, T,=120, N=10
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U Conclusion and Perspectives |

n this work, a mathematical physiological system of (DT1) open-loop model has been validated by the
diabetologists /endocrinologists of Ibn Rochd CHU Casablanca, this model contained the possibility to simulate
the reaction to a insulin injection or a change in basal insulin delivery. The other, a PID Controller was also
implemented to show how the model could be used to test controllers.

In morocco, we don't currently have available application adapted to the Moroccan context. So, in future work and
in collaboration with the endocrinology department of CHU Casablanca, we will try to implement our model with
parameters adapted to Moroccan habits (family meal, to fast in ramadan...) using android or smartphone.






